AUCLOUD



- AUCLOUD ORD MINNETT

Sovereign Cloud Holdings Limited

Investing in Australia’'s Cyber Security

17 June 2024



7
) AUCLOUD

Peter Maloney

CEO, AUCloud

i
-
¥




AUCloud (SOV) Update

., AUCLOUD



Our Vision and Strategy | AucLOUD

To become Australia’s preferred partner to Government & Enterprise in cloud, data
protection & cyber security

Build, partner or acquire capabilities to create a diversified cyber security and
cloud solutions business with a national footprint, at scale

Our strategy

Delivered Strategic Objectives

through Integration of Acquisitions | Customer Growth | Partnerships | Expand Offerings

Full-service secure cloud, MSP & cyber security provider at scale

Enabled by Sovereign Cloud Infrastructure | oga Managed Cyber Security | gy Managed IT Services
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AUCloud Today

Capabilities
and
Opportunities

o

Sovereign Cloud
Infrastructure

Secure sovereign cloud
infrastructure which hosts
Enterprise, Federal, State & Local
Government customer’s
applications and data at scale

Cloud zones located across
Sydney, Melbourne, Brisbane &
Canberra

Security accreditations: Certified
Strategic and IRAP assessed
Protected under the CAAF, ISO
27001 and member of DISP

iy

Managed Cyber Security

24[7 monitoring, governance, risk
and compliance strategies,
auditing a customer’s security
posture or testing a customer’s
ability to react to a cybercrime

Operates on the front line to
detect cyber-crime with Security
Operations Centre service
protecting some of Australia’s
best-known brands with the
latest detection and response
services

, AUCLOUD
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Managed IT Services

Day-to-day management of
customers’ Cloud and On-
Premises infrastructure and
environments

Enterprise Managed Services,
Data Protection & Backup
Solutions

Signed Premier Partner
Agreement with Broadcom by
VMWare, protecting AUCloud's
existing position and opening
up a new channel to resell
VMWare licences to other MSPs

Full-service secure cloud, MSP & cyber security provider



AUCloud Today " AUCLOUD

Broad Product Broad product portfolio aligned to customer needs, with revenue Key AUCloud Metrics'
Portfolio spread across the broad spectrum of cyber security and cloud
solutions — Customers #
200+
Combined 200 customers bring scale and diversified revenue
Sl across local, state and federal Government agencies, mining,
Customer Base finance, professional services, education, health and distribution Q AR
sectors : $22m

National Strengthening cyber security position with the platform to create o
Footprint a cyber security national footprint /| | °
il 88%
Expanded partner network will include AWS, CISCO, Commvault,

Improved . ,
Partner Network Gopgle, Microsoft, NetApp, Pure Storage, Rubrik, VMware, Veeam fa) ARPU
which when combined delivers cutting edge technology and 000

expertise b $173,000

Experienced Highly skilled team, with continuous investment in uplifting skills,
Leadership capabilities & know-how

I. Key metrics are as at 31 May 2024.

Team
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Acquisitions Overview " AucLoup

PCG Cyber is a Canberra based cybersecurity consultancy firm specialising in Australion Government security advice and operations

Venn IT Venn IT is a Queensland and South Australia based MSP and professional consulting business, data resilience & backup protection
specialist servicing customers in the mining, financial services, education, and distribution sectors

Arado is a suite of cloud and managed services, with a strong presence in Queensland. Arado has a customer base in State & Local
Government and enterprises accounts across various sectors, including agriculture, industrial, health and resources

Strategic Rationale

° Three acquisitions create a platform for a scaled enterprise in a fragmented cloud and cyber security sector. Targeting strong business
economics at customer and margin level & continued M&A to scale up quickly through further waves of accretive acquisitions to
absorb high-quality cyber businesses

All acquisitions are independently profitable in 1H FY24, have a diversified customer base with predictable revenue and CAPEX light
business models. Post completion MergeCo will have ~84% Annual Recurring Revenue (ARR')

Acquisitions leverage capital deployed in sovereign cloud infrastructure increasing utilisation of the built capacity, along with revenue,
product & geographic diversification spanning cyber security and secure cloud solutions to increase competitiveness

Corporate Australia and Government entities continue to focus on strengthening their cloud and cyber security posture, with >60%
Australian companies expected to increase cyber budgets in 20232

1. As at December 2023 on a pro forma MergeCo basis. Refer to Appendix G (Glossary) for definition for definition of ARR and ARPU. 2. Source: “Rising demand for cyber
security creates investment opportunities” https://www.austrade.gov.au/en/news-and-analysis/analysis/australias-a-7-billion-cyber-security-opportunity 8



https://www.austrade.gov.au/en/news-and-analysis/analysis/australias-a-7-billion-cyber-security-opportunity

Integration of recent Acquisitions

Integration progressing to plan and the recently
acquired businesses are seeing the benefit from

synergies and scale; including cross sell opportunities.

Acquired Business People System Process Brand
Partial , . .
@ PCC Integrated / Partial Partial Partially
Integrated Integrated Integrated
25 people
. Partial , : .
Partial Partial Partially
VENN [Tsotutions Integrated / Integrated Integrated Integrated
16 people
Partial , ,
A Partial Partial Completed
r) O Integrated / Integrated Integrated  Now AUCloud

26 people

. AUCLOUD

Key steps undertaken

A new Leadership Team structure has been created
to align with key revenue divisions of Cyber Security,
Cloud and Managed Services

Implemented headcount reductions generating
annualised savings of approximately $7.3M

Financial Systems integrated for consolidation
reporting

Rebranding to AUCloud & AUCyber commenced

Next steps to achieve full integration

Consolidation of data centre infrastructure

Rationalise office locations in Brisbane & Canberra

Focus on sales & marketing to accelerate cross-sell
opportunities to existing customers & build the
consolidated pipeline

Office technology consolidation

+ Collapse onto aucloud.com.au domain

« Customer interface (ITSM) application
consolidation



Overview of MergeCo

Impact of Acquisitions

v" Revenue, product &
geographic
diversification spanning
cyber security and
secure cloud solutions
to increase
competitiveness

I

I

I

I

I

I

v Expanded customer |

base with preqlictoble |

Annual Recurring |
Revenue

I

I

I

I

I

I

I

v"Increased ARPU via fully
integrated model of
product bundling

v' Acquisitions leverage
capital deployed in
sovereign cloud
infrastructure

— — — — — — — — — —

Pro Forma Financial and Operating Profile

Metrics ($m) Stot.FX%J%AIoud th%f{l:
AUCloud'
Revenue 6.52 10.9
Gross Margin % n/m 36%
Underlying EBITDA3 (15.7) (10.1)
Depreciation-ROU Assets* (15) (1.4)
Depreciation-Other Assets4 (3.9) (4.2)
EBIT (211) (15.7)

FY24F
Pro forma
MergeCo!

28.9

68%

(2.0)

(1.4)

(4.2)

(7.6)

. AUCLOUD

{

FY25F
Stat.

MergeCo!

36.6

70%

4.7

(1.6)

(4.0)

(0.9)

1. FY24 Forecast (Stat. AUCloud) represents 6 months’ actual results + 4 months’ forecast of AUCloud standalone, + 2 months’ synergised forecast on a MergeCo basis
(assuming the Acquisitions occur on 30 April 2024); FY24F Pro forma represents aggregated MergeCo financials as if the Acquisitions occurred on 1 July 2023; FY25F is
based on forecast on a MergeCo basis. See Appendix A for basis of preparation and key assumptions. 2. FY23A revenue of $6.5m includes $2.Im of non-recurring Technical
Project Services related revenue, and $4.4m of cloud and cyber security services revenue. Refer appendix g Glossary for definition of ARR and ARPU. 3. Excludes one-off
acquisition and restructuring costs of $1.3m and the impact of Share Based Payments — refer to Note 6 on Page 13. 4. Depreciation of Right-Of-Use assets relate to data
centre costs and rental costs (cash items). Depreciation of other assets relates to non-cash items. 5. Key metrics are indicative as at December 2023, and post synergies

on a pro forma basis.
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Cyber Security Landscape
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Australiais the world’s 4th
biggest victim of cyber-
crime...

y Committee’s (IAC) Annual 2022 Report



Why does it matter to Australia?

Protection of Intellectual Property
Brand equity & reputation
Business continuity

Regulatory and legal obligations

The eco-system is large & complex
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Just In Watch Live Voice Referendum Politics World Business Analysis Sport Science Health Arts Fact Check Coronav Corporate Counsel The Bar SME Law BIgLEIW Newlaw Careers Politics Discover Ma EEEES

HWL Ebsworth hack affected government
departments, cyber security coordinator says

yber security, says report

By political reporter Matthew Doran

Posted Wed 5 Jul 2023 at 6:50pm

{
CYBERSECURITY ~ NEWS -SNJNREAD

Data Breach at Australian Law Firm That
Caters to Government Agencies, Finance
Institutions Could Be the Worst in
National History

§ SCOTTIKEDA JUNE 28, 2023

fi ng’ hack .
rm Hwr, EbSW()pth ers claim Major bre. 000

1 Australia has been experiencing unusually serious problems with data breaches
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Just In Watch Live Voice Referendum Politics World Business Analysis Sport Science Health Arts Fact Check Coron

WA government insurance claim data
potentially stolen by ransomware gang AlphV in
law firm hack

'f
CYBERSECURITY  NEWS -SM{HREAD

Data Breach at Australian Law Firm That
Caters to Government Agencies, Finance
Institutions Could Be the Worst in
National History

§ SCOTTIKEDA = JUNE 28, 2023

M AEC
HWL Ebsworth hack affected government depariments
cyber security coordinator says

Australia's new cyber security coerdinator has confirmed multiple govermnment
departments and agencies have been affected by the massive HWL..

5 July 2023

® The Guardian
HWL Ebsworth hack: Queensland says iis files were taken
after criminals release Victorian documents

State's chief information security officer says information from Victerian departments

and agencies was accessed.

1 month ago

iTnews
Tasmania gov caught up in HWL Ebsworth breach

The Tasmanian government is exposed to the data breach of law firm HWL Ebsworth
and was nofified of that exposure by federal authorities...

9 June 2023

DV Lawyers Weekly

Tasmanian government reports possible data breach linked
to alleged HWL Ebswaorth hack

The Tasmanian government is reporting that the Commonwealth has been in touch
regarding a possible leak of state government data on the dark...

14 June 2023

The Age
‘They want to instil fear’: Victorians’ files bound for dark web
after data breach

Credit card details, driver's licences and birth cerfificates could be among the personal
information of Victorians that could be published

1 month ago

EE OMews

Legal documents from the Victorian Government published
on dark web

Legal documents from the Victorian Government have been released to cyber criminals
on the dark web after

1 month ago

A Therzgister

Data leak at major law firm sets Australia's government and

i

WE BSWORTH




Cybercrime is growing in Australia

« The volume of Cybercrime reports YOY are up 23%

« Average cost of Cybercrime reported YOY are up 14%

« Calls to the Australian Cyber Security Hotline YOY are up 32%
« On average, a Cybercrime is reported every 6 minutes

« Ransomware alone causes $3 billion in damages to the
Australian economy every year

« Top 3 Cybercrime types for businesses:
1. email compromise
2. business email compromise (BEC) fraud
3. online banking fraud

- 300,000 scams are reported in Australia each year; at a cost
to everyday Australians of $476 million per year

Source: Australian Signals Directorate (ASD); Scamwatch; Department of Home Affairs; Australian Government
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Over 94,000 cybercrime reports in Australia >
“an increase of 23 per cent from the previous year.

470479

A cybercrime is reported every 6 minutes >
compadared to every 7 minutes last financial year.

L 300575,

I Average loss of $97,200 per medium sized business

)54y

Souree: Australian Signals Directorate (ASD), Australian Cyber Security Centre
Annual Cyber Threat Report [July 22- June 23]







Australian cyber security incidents _ . AucLouD
Top 10 cyber incidents by sector Types of information stolen in data breaches
State and local . . .
government Financial Information 14%
i bt Commercial Sensitive 10%
e Other Sensitive 9%
Riinisiodiion < o 1o Health Information 6%
IO 7 Unknown 6%
nformation medic anc [N Tax File Numbers 4%
Construction M 100
Defence M
e Source: Australian Signals Directorate (ASD); Australian Government °




Key Trends: Why is Australia under attack?

45% of all data breaches resulted from cyber security incidents
(222 notifications)

Cyber incident breakdown

Ransomware 29%

27%

Compromised or stolen credentials (method unknown)

Phishing (compromised credentials)

23%

Brute-force attack (compromised credentials) 9%

8%

Hacking

Malware 4%

Source: Australian Government. Officer of the Australian Information Commissioner
Notifiable Data Breaches Report. July to December 2022

© ! AuCLOUD




Strong industry drivers in cyber security

| AUCLOUD

{

«  The Australian Government committed to being a “Cyber security touches the lives
world-leader in cyber security by 2030. This is 8;2Vce;t))’é\r‘éf%%"I?S”'rgonoft‘;zmge/
outllngd in the 2023-2030 Australian Cyber every 6 minutes, with
Security Strategy. ransomware alone causing up
“Stronger cyber protections will allow our citizens to $3 billion in damages to the

and businesses to prosper; it will also help Australian economy every year.

them recover quickly after a cyber-attack.”

« The Australian Government is also committed to The Hon Clare O'Neil MP
a new era of public-private partnership; this aims Minister for Home Affairs and
to improve Australia’s cyber security and Cyber Security
resilience.

Legislative Reforms
. Security of Critical Infrastructure Act 2018 (SOCI)
«  The Privacy Act 1988 (Privacy Act)

Source: Department of Home Affairs; Australian Government 21






Australia’s prosperity is attractive
to cybercriminals

$833,757

$35,652

$24,591

$751,299 “

Mean wealth per adult, in US dollars. Wealth Gini. 2023 publication. 2022 data.

$44,537



Internet of things
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Cyber Crime in the Health sector



Health ranks 1t for cyber crime in Australia

Health service providers

” ] Finance (incl. superannuation)

Insurance

Legal, accounting & management services

Recruitment agencies

Source: Australian Government - Officer of the Australian Information
Commissioner. Notifiable Data Breaches Report, July to December 2022
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41 % of healthcare organisations in

Australia experienced a cyber attack In
2023.

Source: Australian Digital Health Agency (ADHA)



71% of Australians
believe the
responsibility of
healthcare data sits
directly with the
Federal Government or
the healthcare provider.




Reseadrch: Australians are concerned ~ AucLOUD
about healthcare data

2 ~ 7 5 3
- (S [
yed .‘.- . N . . b
3 -‘ by ‘:::_‘_‘:f /3 S
. “ % oy .
p! ™ ¢ !

- N ¢

eC e ©

Australians are worried
about unauthorised
access to personal

health records.

9/10

Australians said
health information
security would affect
their choice of
healthcare provider.

Source: AUCloud 2024 Cyber Security Healthcare Report
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Cyber Crime in the Legal industry



Law firms rank 4t for cyber crime in Australia

Health service providers

_« ) Finance (incl. superannuation)
m Insurance
L —

N

Legal, accounting & management services

SN

@) Recruitment agencies

Source: Australian Government - Officer of the Australian Information
Commissioner. Notifiable Data Breaches Report, July to December 2022
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Operational challenges for law firms

Cyber Security

challenge
for Australian Staff Retention
law firms.

Source: 2023 Australasian Legal Practice Management Association AUCloud State of Cyber Security in Law Report



Cyber Attacks on Australian Law

Phishing

1 4 0/ Identity-Based Attacks
o Malware
of law firms
eXpe rienced Denial-of-Service (DoS) Attacks
cyber-attack in the
paSt year Spoofing

Insider Threats

Source: 2023 Australasian Legal Practice Management
Association AUCloud State of Cyber Security in Law Report



Anything under 100% is unacceptable

0 Cyber training 84,
5 7 A) Penetration testing 46%

of firms believe Ess_entlal 8 aV\{are.ness 53%,

they are doing Business continuity plan 59%
enough to protect .

itself against a Cyber incident plan 36%

cyber attack. Backu pS 91%

Source : 2023 Australasian Legal Practice Management Association AUCloud State of Cyber Security in Law Report



Cybersecurity Ecosystem

Cloud Infrastrueture: Car Security ®
Entitiements Management (CIEM)

Connected
Security

Physical
Security

Cloud Posture
P Cortfications ®) ianagement (CSPM] @) Advanced porsistent
Theeats. (APT)

Firmware
Dark Web Security

Internet of Things iaT)
Securty

Cloud Workload
Software Composition Platforms (CWPP)
: frabves
Application | | Certifications B aare
z §) Software Su i i
Security [ttt eing antarioesl and Training '“aw;;‘??f;

8 Ransomware

Spywaro and

Shakerware

Static and Dynamic
fcation

R ESTeAsh

Government
and NGOs

Eloctronic
identification
Privacy Assistants

Access
Management

Passwordiess and
Multi-Factor Authentication

Encryptionand
D Tokehzaton Poicies and
Token [ —TP—— [omisres

Data Deidentification
and Psoudonymity
DataDiscovery §
and Classification B )

Ma

Governance
inistition 1GA)
Data Access

identity Thett
Protection

Intotigance . it * G
Security e Raspanso HOR) Data . izat %ve;namje'
Operations Protection Privacy si ISk, and
P 4 Compliance

e-Discavery

Managed Securi
‘Service Provider (MSSP) Enterprise Risk
incident Patch and

System Management

Management
= : o st p—

and Responze
Secaurity Orchesration,
Response (SOAR)

Consent
Management

Change
Bocommsios Management Consulting

Extended Detection Data 99 .
and Response (XOR) Mapping 8) entity Proofing

[
Deception Talent
™

Professional
| Services

Fraud and
Transaction |
Security

Infrastructure
Security

Analysts

Data Center

Blockchain

L t 1t Banking

o Fraud and Risk ( and Web3
Notwor

Private Equity Socurity

Mobile
Security

Investors

Venture Capital

STRATEGY:xSECURITY

strategyofsecurity.com




Detect

Protect

Respond

Identify Recover

NIST

Cybersecurity
Framework



Asset Management
Business Environment
Governance
Risk Assessment
Risk Management Strategy

Access Control
Awareness Training
Data Security
Information Protection
Processes and Procedures
Protective Technology

K

- Cybersecurity

Framework

Anomalies and Events
Security Continuous Monitoring
Detection Processes

Recover

Respond

Recovery Planning
Improvements
Communications

Response Planning
Communications
Analysis
Mitigation
Improvements




RS0

Australian Government Australian
Australian Signals Directorate Cyber Security Centre

Essential 8

USER APPLICATION RESTRICT
HARDENING ADMINISTRATIVE PRIVILEGES
Configure web browsers to block Restrict Administrative Privileges
Flash (ideally uninstall it), ads and Restrict administrative privileges to
Java on the internet. operating systems and applications o
® i i based on user duties. Regularl
Disable unneeded features in g y
Microsoft Office (e.g. OLE), web revalidate the need for privileges. Don't
browsers and PDF viewers. use privileged accounts for reading
email and web browsing.
CONFIGURE MICROSOFT OFFICE PATCH OPERATING SYSTEMS
MACRO SETTINGS Patch/mitigate computers (including network

devices) with ‘extreme risk’

vulnerabilities within 48 hours. Use the latest
operating system version.

Don't use unsupported versions.

Block macros from the internet, and only allow
vetted macros either in ‘trusted locations’

2 with limited write access or digitally signed with
a trusted certificate.

MULTI-FACTOR AUTHENTICATION
Implement multi-factor authentication (MFA) for
VPNs, RDP, SSH and other remote access,
and for all users when they perform a privileged
action or access an important (sensitive/
high-availability) data repository. ®

APPLICATION PATCHING
Flash, web browsers, Microsoft Office,
Java and PDF viewers. Patch/mitigate
computers with ‘extreme risk’
vulnerabilities within 48 hours. Use the
@  atest version of applications.

APPLICATION CONTROL

To prevent execution of

unapproved/malicious programs

including .exe, DLL, scripts (e.g.

Windows Script Hosts, Powershell
(] and HTA) and installer.

Maintain a daily backup of
important new/changed data, software and
configuration settings, stored disconnected,

retained for at least three months. Test
restoration initially,
annually and when IT infrastructure changes.






Zero Trust Security Approach

Signals Verify every Apps and

access attempt data

User and
location Device

—b —

/'; Allow access E

. ® .

Require MFA

iy
e N L @ '::

Block access

.

Application Real-time risk



IDENTIFY

Security Awareness &
Phishing Training
Vulnerability Scanning
Security Testing &
Consulting
Governance, Risk and
Compliance (GRC)

PROTECT

Managed Detection &
Response (MDR)
Network Security
Monitoring

Endpoint Detection
(EDR/XDR)
Sovereign Cloud
Services

Backup & Recovery

DETECT

Managed Security
Operations Centre
(SOC)

Managed Security
Services

Dark Web monitoring

RESPOND

* Incident Response
Digital Forensics
» Crisis Management

. AUCLOUD

Protecting Australian organisations and their data

RECOVER

* Backup & Recovery
» Sovereign Cloud
Services




Panel Discussion
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Cyber Security Panel

Annie Jason Peter DETe

Haggar Murrell Maloney Milin

Principal, Cyber GC Independent Chair, Cyber CEO & Managing Director, Head of Cyber Security,
Security Certification AUCloud AUCloud

Australia (CSCAU)
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